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Security & OOP

Rules for use
o E—

Why your application cannot put the hard drive to sleep?



Example

reader = new FileReader(“example.txt");

Exception in thread "AWT-EventQueue-1" java.security.AccessControlException:
access denied (java.io.FilePermission characteroutput.txt write)
at java.security.AccessControlContext.checkPermission(AccessControlContext.java:323)
at java.security.AccessController.checkPermission(AccessController.java:546)
at java.lang.SecurityManager.checkPermission(SecurityManager.java:532)
at java.lang.SecurityManager.checkWrite(SecurityManager.java:962)
at java.io.FileOutputStream.<init>(FileOutputStream.java:169)
at java.io.FileOutputStream.<init>(FileOutputStream.java:70)
at java.io.FileWriter.<init>(FileWriter.java:46)

Note that the specific exception thrown in this case,
java.security.AccessControlException, is a subclass of SecurityException



Security models
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Protection Mechanisms
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A fundamental concept and important building block of system security is the protection domain. A
domain can be scoped by the set of objects that are currently directly accessible by a principal, where
a principal is an entity in the computer system to which permissions (and as a result, accountability)

gre gzjanted. The sandbox utilized in JDK 1.0 is one example of a protection domain with a fixed
oundary.

Protection domains generally fall into two distinct categories: system domain and application domain.
It is important that all protected external resources, such as the file system, the networking facility, and
the screen and keyboard, be accessible only via system domains. The figure below illustrates the
domain composition of a Java application environment.



Java Security
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Domain rules

* [paBa AOCTYyNa B KOHTEKCTE Bbl30Ba KaKoro-1mMbo metoaa obpasytotcsa
nepeceyeHmem npas A0CTyna JOMEHOB 6€30NacHOCTU, K KOTOPbIM MPUHaANeKaT
06beKTbl 06pasyoLLne CTEK BbI3OBOB MOTOKA

* Taknm 0bpa3om, Bbi30B MeToAa 06BbEKTA CUCTEMHOIO JOMEHa He JobaBnAaeT
NpaB BbI3BaBLUEMY €ro 0O bEKTY U3 JOMEHA NPUJIOXKEHUA

* Bbi30B meTofla 06beKTa AoMmeHa 6e30MacHOCTM NPUNOKEHNA N3 0ObeKTa
cuctemHoro gomeHa (Hanpumep «callback» gns 06paboTku cobbiTHiM) TaKKe He
No6aBUT NPaB 0OBEKTY IOMEHA NMPUJIOKEHUSA

* HMKaKoM AOMEH HE MOXKET «PacLUMPUTL» CBOM NpaBa Bbi3BaB, MK byayuun
BbI3BaHHbIM M3 JlIOMEHa ¢ bonee paclMpPEeHHbIMM NpaBamu

* MexaHu3m Bbi3oBa «doPriveleged» no3sonaeT JoBepeHHOMY Y4aCTKY KOAa
(06bIYHO M3 CUCTEMHOTO AOMEHA) NOJIY4YUTb PACLUMPEHHbIE NpaBa A0CTyna K
pecypcam nNo OTHOLIEHUIO K NpaBam A0CTyNa, AENCTBYIOLLMM B KOHTEKCTE nepes,
BbI3OBOM NPUBUAETMPOBAHHOIO KOAA



Example: FilePermission

The actions are: read, write, delete, and execute. Therefore, the following are valid code samples for creating file permissions:

import java.io.FilePermission;

FilePermission p = new FilePermission
FilePermission p = new FilePermission
FilePermission p = new FilePermission("/tmp/mytmp", "read,delete");
FilePermission p = new FilePermission("/bin/*", "execute");

( read,write");

(

(

(
FilePermission p = new FilePermission("*", "read");

(

("

(

'/home/gong/", "read");

myfile",

FilePermission p = new FilePermission("/-", "read,execute");
FilePermission p = new FilePermission("-", "read,execute");
FilePermission p = new FilePermission '<<ALL FILES>>", "read");



